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(54) CALLER AUTHENTICATION METHOD 
(57)Abstract: 

PROBLEM TO BE SOLVED: To surely authenticate a 
caller in the case of communication between a telephone 
network terminal 14 and a computer terminal 15 via an 
intermediate device 13. 

SOLUTION: A terminal 15 gives a digital signature to a 
message by using its private key and send the resulting 
message to an intermediate device 13, and the device 
13 authenticates the signature by using a public key and 
when the signature passes the authentication, the device 
1 3 converts the message into FAX image data and send 
the data to a terminal 14, the terminal 14 compares the 
caller number with a caller number of the device 13 
stored in advance and receives the FAX data when they 
are coincident and the terminal 14 authenticates the 
caller of the terminal 15 from the reproduced image. 
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* NOTICES * 

JPO and INPIT are not responsible for any 
damages caused by the use of this translation. 

1 .This document has been translated by computer. So the translation may not reflect the 
original precisely. 

2.**** shows the word which can not be translated. 
3.ln the drawings, any words are not translated. 



CLAIMS 

[Claim(s)] 

[Claim 1]A telephone network terminal accommodated in a telephone network and a computer 
terminal accommodated in a computer network, In a method of attesting an addresser at the 
time of communicating a message via intermediate equipment (it is only described as 
intermediate equipment below) with the above-mentioned telephone network, each of the 
above-mentioned computer network, and an interface, An addresser authentication method 
attesting a signature of a message which attached to the message a digital signature of an 
addresser who uses the computer terminal, transmitted to it, and received with the above- 
mentioned intermediate equipment when sending a message from the above-mentioned 
computer terminal. 

[Claim 2]The addresser authentication method according to claim 1 comparing a sender 
number which memorized [ above-mentioned ] the sender number, and attesting intermediate 
equipment if a sender number of the above-mentioned intermediate equipment is memorized 
to the above-mentioned telephone network terminal and the above-mentioned telephone 
network terminal has needed information from the above-mentioned intermediate equipment. 
[Claim 3]The addresser authentication method according to claim 2 if the above-mentioned 
telephone network terminal passes [ collation of the above-mentioned sender number ], 
wherein it will attest an addresser by originator information of the above-mentioned computer 
terminal notified with a message from the above-mentioned intermediate equipment. 
[Claim 4]Memorize message ID of a message which received to the above-mentioned 
intermediate equipment, and the above-mentioned computer terminal gives message ID to the 
outgoing message, If the above-mentioned digital signature is performed also to this message 
ID and the above-mentioned intermediate equipment is in agreement as compared with the 
above-mentioned message ID which memorized message ID in a message from the above- 
mentioned computer terminal before it, The addresser authentication method according to any 
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one of claims 1 to 3 processing as an illegal message. 

[Claim 5]A telephone network terminal accommodated in a telephone network and a computer 
terminal accommodated in a computer network, In a method of attesting an addresser at the 
time of communicating a message via intermediate equipment (it is only described as 
intermediate equipment below) with the above-mentioned telephone network, each of the 
above-mentioned computer network, and an interface, An addresser authentication method, 
wherein the above-mentioned intermediate equipment attaches a digital signature of 
intermediate equipment to this, and transmits a message which received from the above- 
mentioned telephone network terminal to the above-mentioned computer terminal and the 
above-mentioned computer terminal attests a signature of a message which received. 
[Claim 6]The addresser authentication method according to claim 5 comparing with a sender 
number which memorized [ above-mentioned ] the sender number, and attesting an addresser 
if a sender number of the above-mentioned telephone network terminal is memorized to the 
above-mentioned intermediate equipment and the above-mentioned intermediate equipment 
has the needed information from the above-mentioned telephone network terminal. 
[Claim 7]The addresser authentication method according to claim 5 or 6 attesting an addresser 
by originator information of the above-mentioned telephone network terminal notified with a 
message from the above-mentioned intermediate equipment if attestation of a signature of the 
above-mentioned message is passed. 



[Translation done.] 
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* NOTICES * 

JPO and INPIT are not responsible for any 
damages caused by the use of this translation. 

1. This document has been translated by computer. So the translation may not reflect the 
original precisely. 

2. **** shows the word which can not be translated. 
3. In the drawings, any words are not translated. 



DETAILED DESCRIPTION 

[Detailed Description of the Invention] 
[0001] 

[Field of the InventionJThis invention relates to an addresser's authentication method in the 
communication which performs message communication mutually between the terminals of a 
computer network and a telephone network. 
[0002] 

[Description of the Prior Art]The intermediate equipment (it is only described as intermediate 
equipment below) 13 which has an interface in each of the public telephone network 1 1 and 
the computer network 12 as shown in drawing 12 is formed, The correspondence procedure 
with which the telephone network terminal 14 accommodated in the telephone network 1 1 and 
the computer terminal 15 accommodated in the computer network 12 communicate a message 
via the intermediate equipment 13 is known. 

[0003]Conventionally, with the service which performs message communication mutually, the 
following two methods are mainly taken as a method of performing addresser attestation for 
fee collection etc., according to the purpose between the terminals 15 and 14 of such a 
computer network 12 and the telephone network 11. When registering an e-mail address into 
the intermediate equipment 13 beforehand and transmitting the E-mail from the computer 
network 12 side to the facsimile terminal 14 as a telephone network terminal via the 
intermediate equipment 13, the 1st method, If an E-mail is sent to the intermediate equipment 
13 from the dispatch computer terminal 15 as shown in drawing 1 , The intermediate equipment 
1 3 performs addresser attestation by comparing with the e-mail address which registered 
beforehand the mail address of the master station 15 in an E-mail, If the attestation is passed, 
messages, such as a text (character) in the E-mail received from the computer terminal 15 and 
a picture, will be changed into a facsimile signal, that is, media conversion is performed, and it 
transmits to the facsimile terminal 14 of a telephone network to a destination side. If the 
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facsimile terminal 14 has mail arrival via the intermediate equipment 13, the addressee of the 
facsimile terminal 14 will check an addresser by said e-mail address attached to the message 
in the reproduced image of the facsimile terminal 14. 

[0004]ln [ when transmitting a facsimile to the computer terminal 15 from the telephone 
network terminal 14 side, as it is shown in drawing 2 1 the intermediate equipment 13, 
Addresser attestation is not performed [ as opposed to / especially / the facsimile received 
from the terminal 14 ], but media conversion of the facsimile signal is carried out to the form of 
an E-mail, and it transmits to the computer terminal 15 of a destination side. The addressee of 
the computer terminal 15 who received this E-mail checks an addresser by the cover page 
which the addresser of the terminal 14 added. 

[0005]The 2nd method registers ID (user identification information) and the password for 
attesting an addresser into the intermediate equipment 13 beforehand, When transmitting the 
E-mail from the computer network 12 side to the facsimile terminal 14 of the telephone network 
11 via the intermediate equipment 13, As shown in drawing 3 , ID and the password for 
attesting an addresser with the dispatch computer terminal 15 are attached to an E-mail, 
Transmit an E-mail to the intermediate equipment 13, and the intermediate equipment 13 
performs addresser attestation by comparing with ID in the received E-mail, ID which 
registered the password beforehand, and a password, If attestation is passed, the message of 
the E-mail will be changed into a facsimile signal, and it will transmit to the facsimile terminal 
14 of a telephone network. The addressee of the facsimile terminal 14 checks an addresser by 
an addresser's ID added to the reproduced image message of the facsimile terminal 14. 
[0006]When transmitting a facsimile to the computer terminal 15 from the telephone network 
1 1 side, As shown in drawing 4 , ID and a password for an addresser to attest an addresser to 
PB sound are entered from the facsimile terminal 14, If the intermediate equipment 13 
performs addresser attestation and passes this by comparing with the inputted ID, ID which 
registered the password beforehand, and a password, it will change into an E-mail the 
facsimile sent after that, and will transmit to the computer terminal 15. The addressee of the 
computer terminal 15 checks an addresser by addresser ID added to the message of the E- 
mail which received. 
[0007] 

[Problem(s) to be Solved by the lnvention]ln the 1st conventional method, when an 
addresser's e-mail address is revealed, he is able for the 3rd person to camouflage an 
addresser's e-mail address unjustly, and to transmit a message, and it may become 
disadvantageous to an addresser and an addressee. The 3rd person altered unjustly the 
message which the addresser transmitted, and there was a problem that it may become 
disadvantageous to an addresser and an addressee. When transmitting a facsimile to a 
computer terminal from the telephone network 1 1 , in order not to attest with the intermediate 
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equipment 13, When the 3rd person transmitted a facsimile unjustly, there was a problem that 
there was a possibility of becoming an addressee's disadvantage, by transmitting to an 
addressee the message which there is a possibility of bringing the administrator of the 
intermediate equipment 13 a disadvantage, and an addresser cannot specify. 
[0008]ln the 2nd conventional method, he is able for the 3rd person to camouflage an 
addresser's ID and password unjustly, and to transmit a message like the 1st conventional 
method, and it may become disadvantageous to an addresser and an addressee. The 3rd 
person altered unjustly the message which the addresser transmitted, and there was a 
problem that it may become disadvantageous to an addresser and an addressee. Also when 
****(ing) a facsimile from the telephone network 1 1 to the computer terminal 1 5, there was a 
problem that he was able for the 3rd person to do camouflage use of an addresser's ID and 
password unjustly, and to transmit a message, and it may become disadvantageous to an 
addresser and an addressee. 

[0009]. Solved the problem that this invention became a disadvantage of the administrator of 
intermediate equipment when the 3rd person turns into an addresser, it clears up, or the 3rd 
person alters a message and the problem and the 3rd person of an addresser and an 
addressee of becoming a disadvantage transmit a facsimile unjustly. It aims at proposing an 
addresser authentication method. 
[0010] 

[Means for Solving the Problem]lt is this invention performing a digital signature, when sending 
from a computer terminal, and performing addresser attestation using a digital signature added 
to a message with intermediate equipment, It is performing addresser attestation using a 
sender number which enables detection of an alteration to prevention and a message of 
spoofing by the 3rd person, and is notified from a telephone network to dispatch [ terminal / 
telephone network ], If prevention of spoofing by the 3rd person is enabled and a telephone 
network terminal has mail arrival, The addressee enables an addresser's check by performing 
addresser attestation using a sender number of intermediate equipment notified from the 
intermediate equipment 13, and originator information in an incoming message, If a computer 
terminal has mail arrival, the addressee attests intermediate equipment using a digital 
signature of intermediate equipment added to an incoming message, will be taking out 
originator information in a message, and will enable an addresser's check. 
[0011] 

[FunctionJAs opposed to the addresser connected to the computer network in attestation with 
intermediate equipment, By performing addresser attestation using the digital signature added 
to the message, if digital signatures differ even if the 3rd person fakes an addresser's e-mail 
address, it can cancel as an inaccurate message. Since only an addresser can create a digital 
signature and it differs for every message, it becomes possible to detect, even if it is a case 
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where a part of message is altered when the 3rd person reproduces a digital signature unjustly 
and. By giving a digital signature also to the message ID given to a meaning by an electronic 
mail device, by canceling a message with the same message ID, even if it is a case where the 
whole message is reproduced unjustly, it becomes detectable. To the addresser connected to 
the telephone network, it is not from an addresser, but is performing addresser attestation 
using the sender number notified from a telephone network, and it becomes possible to 
prevent the 3rd person becoming completely unjustly. The addressee connected to the 
telephone network also in attestation by an addressee, An addresser's check is attained by 
performing addresser attestation by acquiring only the sender number of intermediate 
equipment beforehand using the sender number of the intermediate equipment notified from a 
telephone network, and the originator information in a message, It is acquiring only the public 
key of intermediate equipment beforehand, and the addressee connected to the computer 
network attests intermediate equipment using the digital signature of intermediate equipment, 
he is taking out the originator information in a message, and an addresser's check of him is 
attained. 
[0012] 

[Embodiment of the Invention] 

An example of the communications system with which this invention is applied to example 1 
drawing 1 A is shown, and identical codes are attached to drawing 12 and a corresponding 
portion. The telephone network 1 1 is provided with the sender number reporting means 21. 
The telephone network terminal 14 is provided with the communication control means 22 
which sends and receives a signal with the telephone network 1 1, In this example, it is a case 
of a facsimile terminal, and it had the image input output means 23, and has further the sender 
number extraction means 24 and also the accumulation means 25 which memorizes the 
sender number of the intermediate equipment 13 from the incoming message in this invention. 
[0013]The intermediate equipment 13 is provided with the telephone network 11, and the 
computer network 12 and the communication control means (interface) 26 and 27 which send 
and receive communication, respectively, and also in this invention. It has the accumulation 
means 32 which memorizes the sender number extraction means 28, a means 29 to add a 
digital signature to an outgoing message, the media conversion means 30, the means 31 that 
compares a receiving digital signature (verification), a public key still more nearly required for a 
digital signature and its verification, and a secret key. 

[0014]The computer terminal 15 is provided with the communication control means 33 which 
sends and receives communication with the computer network 12, and the input output means 
34 of an E-mail, and also. In this invention, it has the accumulation means 37 which 
memorizes a means 35 to add a digital signature to an outgoing message, the means 36 which 
compares a receiving digital signature (verification), a digital signature, a public key required 
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for that verification, and a secret key. 

[0015]Although a digital signature is used in this invention, acquisition of the key needed for 
this is explained with reference to drawing 2 . The intermediate equipment 13 generates the 
pair of a public key and a secret key, registers a public key into the certificate authority 39, and 
it memorizes a secret key to the accumulation means 32. The computer terminal 15 acquires 
the public key of the intermediate equipment 13 from the certificate authority 39, Generate the 
pair of a public key and a secret key, register the public key into the certificate authority 39, 
memorize a secret key to the accumulation means 37, and also a digital signature is attached 
with the secret key of the computer terminal 15 to user's information (ID), such as a self name, 
This is enciphered by the public key of the intermediate equipment 13, and it transmits to the 
intermediate equipment 13. The intermediate equipment 13 decrypts those received data with 
the secret key of the intermediate equipment 13, and acquire the public key of the computer 
terminal 15 from the certificate authority 39, verify said decryption digital signature by this 
public key, and if it passes, Carry out accumulation registration of the user's information of the 
received computer terminal 15 which was decrypted at the accumulation means 32, and the 
message which shows the registration result is created, On the other hand, it signs with the 
secret key of the intermediate equipment 13, the registration result message with a signature is 
enciphered by the public key of the computer terminal 15, and it transmits to the computer 
terminal 15. The computer terminal 15 decrypts the received encryption data with a secret key, 
verifies the decrypted signature by the public key of the intermediate equipment 13, and 
checks the contents of registration. 

[0016]This Example 1 is a case where a message is transmitted from the computer terminal 15 
to the telephone network terminal 14 via the intermediate equipment 13. In this case, the 
addresser who uses the electronic mail device (computer terminal) 15 beforehand by for 
example, the method explained by drawing 2 . The subscriber information of the addresser 
(computer terminal 15) who is information required for attestation is registered into the 
subscriber information accumulation means 32 in the intermediate equipment 13, The 
intermediate equipment 13 acquires the public key of the computer terminal 15 required for an 
addresser's attestation, The addressee who memorizes and uses a facsimile terminal for the 
subscriber information accumulation means 32 in the telephone network terminal 14 and this 
example accumulates the sender number of the intermediate equipment 13 required for 
attestation of the intermediate equipment 13 in the information accumulation means 22 
beforehand. 

[0017]When transmitting a message from the computer terminal 15, a message is created by 
the e-mail input output means 34, by the digital signature addition means 35, to said created 
message, the secret key of the computer terminal 15 is used and an addresser's digital 
signature is added. The message which added this digital signature is transmitted by the 
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communication control means 33 to the intermediate equipment 13. 

[0018]The intermediate equipment 13 receives this message from the communication control 
means 27, uses the public key of the computer terminal 15 beforehand accumulated in the 
accumulation means 32 by the digital signature collation means 31, and compares the digital 
signature added to the message. As a result of comparing, when a digital signature belongs to 
an addresser to be sure and it is not altered, it is interpreted as it being a right message, and 
the contents of the E-mail are changed into a facsimile image by the media conversion means 
30. A message is canceled when a digital signature is inaccurate. The message which 
performed media conversion is transmitted by the communication control means 26 to the 
telephone network terminal 14. If the call origination to the telephone network terminal 14 
occurs from the intermediate equipment 13, the telephone network 11 will notify the sender 
number of the intermediate equipment 13 to the receiving terminal 14 by the originator 
information reporting means 21. The receiving terminal 14 extracts a sender number by the 
sender number extraction means 24, and after checking that it is the receipt from the 
intermediate equipment 13 with the sender number of the intermediate equipment 13 
accumulated in the information accumulation means 25, the communication control means 22 
receives a facsimile. Since the addresser's information is added, the reproduced image of the 
received facsimile can check that an addresser is an addresser registered into the intermediate 
equipment 13. 

[0019]lt seems that the E-mail created with the computer terminal 15 is shown in drawing 3 . 
Namely, the addresser address 61 is described first and the format 62 (this example MIME 
version 1.0) of the following description is shown below, It is described that the partner point 
(addressee) address 63 is [ the theme 64 ] a test in the Japanese JIS code in this example 
following this, Next, the inner form 65 shows a boundary by a multi-part/mixing in this example 
at "... 742959F6218E", After attaching this boundary 66, and it usually being shown for the 
inner form 67 by this example a text / that a character is a JIS code and also showing that the 
contents conversion coding 68 is 7-bit numerals in this example, the text 69 which is a 
message content is described. It is shown behind the next boundary 70 that the inner form 71 
is a picture in this example, and that format is gif, it is shown that that contents conversion 
coding 72 is based on base64 in this example, that coded image data 73 is described below, 
and the boundary 74 is attached that end. 

[0020]The E-mail which signed to this message comes to be shown in drawing 4 . That is, the 
origination address 61, the description format 62, the mail arrival address 63, and the theme 
64 are the same as that of drawing 3 , and it is the following inner form 65, Become a multi-part 
and with a signature and a boundary is set to "Next Part Level-1 -152633", After it is described 
that a signature algorithm is pgp-md5 and that it is a message in the next inner form 67 of the 
boundary 66 and its format rfc822 are described, The description 75 of all the messages in 
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drawing 3 is made, it is the signature by the pgp method, the signature data 78 follows the 
inner form 77 following the boundary 76 of the end, and, finally the boundary 79 is attached to 
it. 

[0021]By the media conversion means 30 in the intermediate equipment 13, in this example, 
the text (character) 69 in an incoming message is changed into the data of a facsimile image 
as shown in drawing 5 , and as the picture message 73 is also shown in drawing 5 , it is 
changed into the data of a facsimile image. In this case, an addresser address and the theme 
are added to the upper left end of both screens as image data. 

[0022]The flow of processing of the example mentioned above is shown in drawing 6 . In the 
computer terminal 15, to the created message, it signs with the secret key of the terminal 15, 
and sends to the intermediate equipment 13 by making this message with a signature into an 
E-mail. If a signature is verified and it passes by the public key of the terminal 15, media 
conversion of the message will be carried out, the telephone network terminal (facsimile 
terminal) 14 will be called, the terminal 14 checks the sender number of the intermediate 
equipment 13, and if the intermediate equipment 13 is right, it will answer the intermediate 
equipment 13 and will receive a facsimile. From the origination address in the reproduced 
image of the facsimile, it checks being sent from the addresser 15, i.e., a computer terminal. 
The example of this invention is shown in example 2 drawing 7 . This is a case where a 
message is transmitted to the computer terminal 15 via the intermediate equipment 13 from 
the telephone network terminal 14. 

[0023]The addresser who uses the facsimile terminal 14 as a telephone network terminal 
registers his sender number with the subscriber information accumulation means 32 in the 
intermediate equipment 13 beforehand. [ required for attestation ]The addressee who uses the 
electronic mail device 15 of a computer terminal acquires the public key of intermediate 
equipment required for attestation of the intermediate equipment 13 from a certificate authority, 
and accumulates in the information accumulation means 37. When transmitting a message to 
the computer terminal 15 from the facsimile terminal 14, a facsimile image as shown in 
drawing 8 by the facsimile input output means 23 is inputted. The inputted facsimile image is 
transmitted by the communication control means 22 to the intermediate equipment 13. If call 
origination occurs from the terminal 14 to the intermediate equipment 13 in that case, the 
telephone network 11 will notify the sender number of the master station 14 to the intermediate 
equipment 13 by the originator information reporting means 21 . By the sender number 
extraction means 28, after the intermediate equipment 13 extracts the sender number of a 
master station, it is compared with the sender number of the terminal 14 accumulated in the 
subscriber information accumulation means 32. In a right case, by the communication control 
means 26, the compared result receives a facsimile. When a sender number is not in 
agreement, it is judged as unjust receipt, and it does not receive. The received facsimile image 
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is changed into the format of an E-mail as shown in drawing 9 by the media conversion means 
30. This E-mail is the origination address 61, the description format 62, the recipient address 
63, and the theme 64 (this example FAX) like the case of drawing 3 , and that to which the next 
of the boundary 66 after the inner form 65 was described corresponded with the picture 
message part in drawing 3 continues. 

[0024]The message changed into this electronic mail format adds the digital signature of the 
intermediate equipment 13 like the case where it is shown in drawing 4 , by the digital signature 
addition means 29. The message which added the digital signature is transmitted to the 
computer terminal (electronic mail device) 15 by the communication control means 27. After 
the computer terminal 15 receives a message by the communication control means 33, it uses 
the public key of the intermediate equipment 13 acquired beforehand for the information 
accumulation means 37 by the digital signature collation means 36, and compares the digital 
signature added to the message. If the compared result is right, it can check that an addresser 
is an addresser registered into the intermediate equipment 13 by the originator information 
(address) indicated in the From line in the E-mail. 

Example 3 -- the difference from Example 1 by the case where this example transmits a 
message from the computer terminal 15 to the telephone network terminal 14 via the 
intermediate equipment 13, A digital signature is not given only to the message which the 
addresser created, A digital signature is given also to the message ID added by the 
communication control means 33 in the computer terminal 15, it is lost by this that message ID 
is altered, and it makes it possible to identify a message uniquely by message ID. In order to 
realize this, it provides, as the ID accumulation means 41 which memorizes the message ID 
which received in the intermediate equipment 13 shows drawing 1 as a solid line. 
[0025]This procedure is shown in drawing 10 . The public key of the computer terminal 15 is 
registered into the intermediate equipment 13 like an example, and the sender number of the 
intermediate equipment 13 is accumulated in the information accumulation means 25 of the 
telephone network terminal 14. When transmitting a message from the computer terminal 15, a 
message is created by the input output means 34, and message ID is added by the 
communication control means 33 to this message. By the digital signature addition means 35, 
its digital signature is added to said message, and it transmits to the intermediate equipment 
13 by the communication control means 33. 

[0026]The user's information beforehand accumulated in the accumulation means 32 is used 
for the intermediate equipment 13 which received the message by the digital signature 
collation means 31, and it compares the digital signature added to the message. A message is 
canceled when a digital signature is inaccurate. As a result of comparing, when a digital 
signature belongs to an addresser to be sure and it is not altered, it is interpreted as it being a 
right message, and comparison with all the message ID accumulated in the ID accumulation 
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means 41 next and the message ID in an incoming message is performed. When message ID 
differs, the message ID in a message is accumulated in the ID accumulation means 41 , and it 
changes into the data of a facsimile image as showed drawing 5 the contents of the E-mail by 
the media conversion means 30. When that message ID already exists in the message ID 
accumulation means 41 as a result of comparison of said message ID, this incoming message 
judges it as what was reproduced unjustly, and cancels that message. The message which 
performed media conversion transmits to a facsimile terminal with the telephone network 
terminal 14 by the communication control means 26. Next processing is the same as that of 
Example 1. 

[0027]lt may carry out, as shown in drawing 1 1 as an acquisition method of a public key. Like 
the case of drawing 2 , the intermediate equipment 13 and the computer terminal 15 generate 
the pair of a public key and a secret key, respectively, and perform registration for a public key 
and their information to the certificate authority 39, respectively. I have a certificate of 
acknowledgement in registration in that case published from the certificate authority 39, and 
the certificate is accumulated in the accumulation means 32 and 37, respectively. In order to 
register the user's information into the intermediate equipment 13, the computer terminal 15, If 
acquire the certificate of the intermediate equipment 13 to intermediate equipment first, and 
the public key of the certificate authority 39 to the certificate authority 39 is acquired, the 
certificate of the acquired intermediate equipment is attested using this public key and that 
attestation is passed, From the certificate, the public key of the intermediate equipment 13 is 
taken out, the user's information of the computer terminal 15 is enciphered by the public key, it 
signs by the confidential information of the computer terminal 15 to this, and the encryption 
user's information with a signature and the certificate of a computer terminal are transmitted to 
the intermediate equipment 13. 

[0028]lf the public key of the certificate authority 39 to a certificate authority is received, the 
certificate of the computer terminal received by this public key is attested in the intermediate 
equipment 1 3 and this is passed, If take out the public key of the computer terminal 1 5 from 
the certificate, and the public key is accumulated in the accumulation means 32, and the 
signature of the encryption user's information received by the public key is verified and this is 
passed, After decrypting the encryption user's information with the secret key of the 
intermediate equipment 13 and checking whether it is correct by the contents of the user's 
information, user's information is memorized to the accumulation means 32. The registration 
result message is enciphered by the public key of the computer terminal 15, and the signature 
of the intermediate equipment 13 is attached to this, and also the certificate of intermediate 
equipment is also attached, and the encryption registration result is sent to the computer 
terminal 15. 

[0029]ln a similar manner, the computer terminal 15 verifies the signature of a reception 
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registration result by the public key of intermediate equipment, further, is decrypted with the 
secret key of the computer terminal 15, and checks the contents of registration. Thus, if the 
certificate of the computer terminal 15 (intermediate equipment 13) is attached to the message 
which I get to publish a certificate and transmits from the computer terminal 15 (or intermediate 
equipment 13) and it transmits to it, The received intermediate equipment 13 (computer 
terminal 15) can obtain the public key of the computer terminal 15 (intermediate equipment 13) 
from the received certificate. Therefore, the intermediate equipment 13 does not need to 
acquire the public key of the computer terminal 15 from the certificate authority 39. 
[0030] 

[Effect of the InventionJIn [ according to / as explained above / the invention of claims 1 thru/or 
4 ] registration of the message from the computer terminal 15, It becomes possible to become 
detectable [ the alteration to the prevention and the message of spoofing by the 3rd person ] 
with the intermediate equipment 13, and to detect the duplicate of the message by the 3rd 
person, and there is an economical effect that fee collection to an addresser is performed 
correctly. 

[0031] According to the invention of claims 5 thru/or 7, in registration of the message from the 
telephone network terminal 14, prevention of spoofing by the 3rd person is attained with the 
intermediate equipment 13, and there is an economical effect that fee collection to an 
addresser is performed correctly. According to the invention of claim 2, in the addresser 
attestation in a receiving terminal, it is effective in an addresser raising the serviceability that 
the check in a right paddle is attained, only by acquiring the information on intermediate 
equipment beforehand. 
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* NOTICES * 

JPO and INPIT are not responsible for any 
damages caused by the use of this translation. 

LThis document has been translated by computer. So the translation may not reflect the 
original precisely. 

2.**** shows the word which can not be translated. 
3.ln the drawings, any words are not translated. 



DESCRIPTION OF DRAWINGS 

[Brief Description of the Drawings] 

[ Drawing 1] The block diagram showing the example of the communications system with which 
this invention method is applied. 

[ Drawing 2] The figure showing the procedure of the public key acquisition method used for this 
invention. 

[Drawing 3] The figure showing the example of the message made from the computer terminal 
15. 

[Drawing 4] The figure showing the example of the E-mail which carried out the digital signature 
of the message of drawing 3 with the computer terminal 15. 

[Drawing 5] The figure showing the example which changed the message of drawing 3 into the 
facsimile image. 

[Drawing 6] The figure showing the sequence of the example of an invention of claim 2. 
[Drawing 7] The figure showing the sequence of the example of an invention of claim 5. 
[Drawing 8] The figure showing the example of a transmitting facsimile image. 
[Drawing 9] The figure showing the example which changed the facsimile image of drawing 8 
into the electronic message. 

[Drawing 10] The figure showing the sequence of the example of an invention of claim 4. 
[Drawing 11] The figure showing the sequence of other methods of public key acquisition. 
[Drawing 12]T he figure showing the example of the communications system with which this 
invention method is applied. 

[ Drawing 13] The figure showing the sequence at the time of sending from the conventional 
telephone network terminal. 

[Drawing 14] The figure showing the sequence at the time of sending from the conventional 
computer terminal. 

[Drawing 15l The figure showing the sequence at the time of sending from the conventional 
http://ww4.ipdl.inpit.go.jp/cgi-bin/tran_web_cgi_ejje?atw_u=http%3A%2F%2Fww 9/5/2008 
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telephone network terminal. 

[Drawing 16] The figure showing the sequence at the time of sending from the conventional 
computer terminal. 



[Translation done.] 
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DRAWINGS 



[Drawing 1] 




[Drawing 6] 
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?1 — Fmm: userAehostnameA.domainA.|p 
g^MIME-Vereion: 1.0 
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Twe & a mutHpart message ta MIME format 
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™^ 742969F6218E 
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AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA 

<+»> 
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byAkHXoUhdFIOKD033Jerf^ _ 
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[Drawing 4] 
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^MIM&Verjlon:1.0 _ . . 
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<(f ,a ft> 
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V/T„...74aS9FB21BE---' 

^^cinter*^^ 

• BEGW PGP SIGNATURE 

Version: 26.2 
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79 Next_P*UeveMJ 52633- 
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[Drawing 5] 



http://vww4jpdUnpit.go jp/^ 9/5/2008 



JP,10-247949,A [DRAWINGS] 



Page 6 of 1 1 



From: u8erAgTM»tnamBA.dofnainA.|p 
Subject 













Front u3erAQhostnameA.dorn8lnA.jp 
Subject h 




05 

[ Drawing 8] 



# 

o nz 



08 

[Drawing 7] 



http://ww4Jpdljnpit.gojp/cgi-bin/tran_web_cgi_ejje?atw_u=http%3A%2F°/o2Fwww4.ipd... 9/5/2008 



J P, 10-247949, A [DRAWINGS] 



Page 7 of 1 1 



14 

0987654321 



11 



13 

0123456789 

■.dor - """ 



server.domain.jp 



12 15 

j^y \j?—>? userA@hostnameA. 
domainA.jp 



t 



Frorafrtf) 



[Drawing 9] 
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t Le v e 1 - 1- 1 5 2 6 3 3" ifcO, fhfcTVl' 
^yXA^p g p-md 5-?*,5ri^Ea$tl> gift 

7*—^y V r f c 8 2 2 tfS|E3$£ix£:^|;^ 0 3 4>W 20 
yir— i^cDIEig 7 5 £ ^r<£>i& 9 7 6 

[00 2 1] ^w^ssi sftco^jr^r^ife^gs o-c 

tt, rro^jT?liS{f y< yfe— -^Ot^* |» 6 
9^Jx.li0 5(^-rJ: y ®&<z>^— 

*fcSHfc* y-fe— v*7 3 fc0 5lc^-f-J; 5 

[0 0 2 2] ±iB Lfc^0fl<OMJSOgfE*i«r[g 6 

U iSS* 1 5 <7>8}«»-c?£ U z.<Dm4,tt% * y-fer- 
^5:«^p<-/wi: UtKif l 3-2l5o tffl^tl 

5. v mm 1 4 sr^a u as* 1 4 fifmsB 1 3 

ft#*-S-«:»»U lELttixtf, fMSIl 1 3 
B^*©^fl7 Kw^^e>, -to56f8#, oS0=ytf 
5. 

g««2 

H7Ki(©»W«>ltlfi«**-J-. ^nii«IS^Sg^l4 
i»6fni6Bl 3«r«*UT, =■ >f 1 5 Jc 

[0 0 2 3] mgJPMg£& U07 7^">S !J 1 4 



a 

ftOo *fc> =vtr /^il 5£r 
B<Z>4*Mtt*8aEAa>E>RaU 1f#*SI^® 3 7 |c# 

2)^1*2 3lcj;t)^|Afi0 8(c^-rJ:9^7r^V$ y 
*W#a2 2KJ:lK +n*«i 3fc#b-cas«$ix 

5„ -^WBSf-Jffi^l 4^?,t^fil 3(zStL-C^*S 

*> 5 1 . ais«P3 1 1 ttamziimMtom 2 1 k * 9 % 

B«*S3fcl 4 «t"Mai1Kl 3 Kiifcrt-S. 

fM^f 1 3Ht, 3Wt#*#Miffl#S:2 8fcJ:!>, ism 

5„ -w^p*— /n±H3©»d'a:isi«iK, jwrrKw 

^61, M7*-vy h62, gffT K^6 3, ± 
M6 4 (wWfi»J-ettFAX) -Cfot), CJ8^6 5^C 

[0 0 2 4] :©ff ^-/P7t-V5/ htS^J^ifc 

4{c^Lfc»-a-ti^«^tt>^gi sof-fj??^ 
ss) i5taifli*ns 0 a— ^«g5fe i 5tiam 

*A*4,M-etn 3 6Citl, if 3 7 K^fc 

#s. 

*tfcffil3 

trS4LT, B^iBliS^l 4(c*fL-C^ yfe-^*aS« 

tTa— ^«g*i 5rt©iifs»»^S3 3{wi »)f+iq$ix 

9 , * y-fc-S? I Die J; V) , -glO y-fc-v?OSESiJSr 
1 3^JwSftLfcp< y-fe-v>I DSrfEtt-r-5 I DgflMf 

S4 i i izmm^-rx 5 i-^tt-s. 
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9 

[0025] zvtem^m&mi o(c^i-„ ■mmmtm 

*U ifcf^Il 3 ©^jf ##-5f-£Sf£*Hag5fc 1 4 
COm«l#a^2 5lCfaLT*J<. =*>t^-^35 
1 5A»fe> y*-5**riSm , *-*«llw % Affl*fS3 4l; 
±9^ yir-v^fft&U •yfe-v 5 {C*fb-Ciift 
*li*t3 3iCi 9, p< y*— S? I DSrf+iD-rSo =f 4 

t. s^-©^ srt+jp L-ca« mw^&t 3 3 

[0 0 2 6] p< j/-fe-S?«ra«Lfc+WSS«l 3 li, f 

gm£titzmm%mm&®.m lt. * y-fc-^fcttaos 
starou fciz i Dfflifii4 1 i^asH-cv^a^ 

t©^ y-fe— S? I DiSf^ y-fe— i?tfi<o> y-fe— ^ I 
Dir^JtftSrfi 1 5. y-tr-^ 1 DtfsSfcSifra-li, ^ 
y-fc— S?1>0>* yfe-v? I DSr I D#«^©4 1 
U ^x-fT £81^19: 3 OJ^i 0, /KOrt^S: 
El 5 jr* Lfci5/i77^->U SHfe©^— * ic^gH- 

5. HtflE^ yfe-v? I DcDit&Oigjg:, -toy yir— v> 
I D^1-CJC S * y-fe-S? I D*gm%4 1 

o j* y -fe — i?tt, iBfelMff^gt 2 6 (C J: 9 . ^ISPSS 

[0027] 'jtvmmmis&b LTtt^jxiiia 1 

13, = 1 5 l±**L«x^||*ijBWMi 

2, 3 7lc-tjx j e*L*f|L-C*J<. 3>fa-M*i 
5tt-tO*Uffl#W*SritinB|BiJii 3lc»«-*-5fc*fc, 

*-f e pnai«i 3*»e>«t»mjjifi«(oiiEw#*«i»L, 

1811^3 9 1811^3 9 ©4*M&&&#U rcD^M 

0>4MB**r8ttti U * co^ ffili-c? = >f ^-^ifefcl 5 
*1 5©SflMHreS**fTV\ *©**f*#l**ffcifij 

[0 0 2 8] flHSHI 1 3 t?li, fggE^ 3 9 d^BiEA 



(6) 

asrsa^ia: 3 2 masa-r a t *ic-t^Hj«T?$(t l 

Lfc*» fUffl#*«**«*«3 2J=Ettrt-5 0 ^r»l 
yir-^&a^fc^-^iffcfcl 5 ©<kM«r?Bi 

io 3L — 1 5^j£S. 

[0 0 2 9] 3>-f a — ^J»*i 5 fi|e]«(c: LT, §{f 

-^*i5 (*>sv^tt«fMSE«i 3) *»6>asfli-t-ap« 

y-fe-^©3yfa-^Jg*l5 (tffl^f 13) 

^?B15 (*W£S13) <©4fcRMfc»5^a:# 
20 StoT^Ffl^gl 3fifgfiE^3 9M = yta 

[0 0 3 0] 

^oS^•^•#l•^■^c^^v^T, mil 3-c*3#tcj:6/j»D 

■r* \*oto±tstLtt* y-fe-v?('*f-t-55fe^<oi^ai^ 

30 [o 0 3 1 ] ilifc, »3fc«5 755 7 0>JMilcJ:*itf % « 
W^S 1 3 -?m 3 i 5 tt t> L<OgSJti5Rjfg t ft 

[01] i©»W*«fe!4SiifflS*i,5a«^^A©«4' 
■»o ft^oy^a, 

[0 2] -co^^^ffl^b^s^BS^^^co^JiHSr 

[0 3] a^tr i-^«g5fel y-fe-i?© 

[04] n^tr a — ^SSS^l 5T?03©p< y-fe— J^Stt* 

[0 5] 0 3<75^ yt-i/S;7r^v'5 y®^(C^L 
/c0tJSr*"t-0o 

[0 6] m&i%2<Dftm<ommm<ni>'— &->^i^-r 

50 0 O 
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(7) 

11 

[urn m&m5<Dftw<Dmmm<n'>—<!r>x&7ik-t- 

0„ 

[0 9] 0 8 ©7r ? ->5 y PHfe£m^ ->-fe-v s fC'X 

0o 

[01 2] r^iq^fe^iiffl^nsii^f^^^Aro^j io 



£*i-0. 

[0i3] a*<omas«wn83Si»c>o««Lfc»fi-©->— 

[014] ^3fe<7)=i>-f aL-^fl|5t5i»6|6fll LfcS-a-O 
~>— {rv^Sr*-r0„ 

[015] fe&<r>nmm%ii3zfrtb<D&mLtim&<D~>-- 

[016] ^Czivif^-^jSS^tj^lfsLfc^-a-cD 
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0123456789 *vH7-* userA@hostnameA. 
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SEEM 
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[012] 
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[S3] 



61 v 
62v 



-From: userAghostnamflA.domalnA.jp 
-MIME-Venron: 10 



H "-To: 09876543* fiteerw.domah.b _ 



-Content-Type: rnultfpartftnbced; boundary^ ' 



TmIii muH-parl message fei MIME format 



742959F6218E" 



-742959F6218E 



70s 
71 v 



CA/tC&tt. 
ZtilM^hT*". 

742958F8218E 



f ROIGODtiawBaAPtMPMHtft^^ 

KW^YW^XJpZFpaVVkA^wMBYVFQAAAAAAAAAAAAAAAA 
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA 

73-^ frOXSW8oSTgD«yOtPMZVzKtd9AJFF^^ 

R2PhV2dCtDztZHB7PeFg79aFg3mxUtE94vPcnlZxFpdr^y7 
byAMXoUhtfKTKDD33Jerf^ 
kMVPPFczHMSaCDKC+IVRBYgl^^ 
!\*07230o^lqtoGHiizJsA^ 
V^AADs" 



74s 



•742959FB21BE- 



S3 



[B5] 



?V — From: uswA@hostramaA.domainA# 

" — MIM&V8fston:1.0 

63^ To: 0987654321 ftsefyer.bofnain.flp 

c , ^-Subject =?«o-2S^p?B?GyRCJUYtoSv)GyhK?= 

6 V- Sitert-Type: muUlpartfeloned; boundary«'Ned_Part_levl_1 ,1 52633*; 

65 micalgspgpmdS; 

pra«cxai="appiiCBtin/0gp^ionabm' 

• . - -NexLPart J_eveM J52B33 
ContBrt-Type: meBsagB/rfc822 
/* Franc userAQTiostnameAdomainA.tp 
; Ml^-Vereion: 1.0 

To: 09B7654321tteerverdomato.|p 
Subject 37!so-2M2^p?B7GyRCJUYtosvlGyhK?= 

Contart-Type: muttiparttnlttd; boundary**" 742959F621BE" 

This it a mutt-part massage m MIME fcsmst. 

742SS9F621AE 

Content-Type: textfctain; charwNso-2D22ip 
Contain-TranBfer-EriDodinQ: Tbrt 

^A/icsn. 
75 \ cnrix^K-cr. 

742959F6218E 

Content-Type: imapefcft name=*faxiniagBJ.gi' 
CdntflnVTranster-tnoodlng: basett 
C^xuenM3ttpasition: inina; f3enBrTO=*fmunag»1.aif 

ROIGODlnBwBaAPfcAAP^^^ 

FpaWkA^wMBYVFOAAAAAAAAAMAAAAAAAAAAAAAAAAAAAAAAAAA 
<**> 

iFcAN VPPFczHMSaCDKC+MIRSVg bgj RUGQX4 D2QbC&2a8Szbp VmMi072 

V 742969F5218E---- 

2- NajfLPerUjaveM 1512833 

' Content-Type: appft^fcn/pg^Biflnature 



7Z< 



79 v 



' 8EQM PGP SIGNATURE* 

Vernon. 2.62 



fxEEY' 

=o0b6 

• — • • - END PGP SIGNATURE 
NexLPonLLevBlJ_152fl33- 



Frorrn uaerAQho8lnameA.dofnainA.jp 



ima] 



Front uaefAQhostnani8A.domaJnA.jp 




o 
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[H9] 



13] 



>m — From: 098765432 1@TOTV8r.domainA.jp 
5 ^-MIME-Veraion: 1.0 
S^— To: u88rA@h09tnafneA.tfc3maffi.jp 
Sf^. Subject FSc 

55 -—Content-Type: multipartfrnixed; boundary*'' ■ 



w ^ 742959F621SE 

71**— Corrteni-Type: Imagefelf; namo="sampls.gif 
^-—Corrtenl-Transfef-Encodng: base54 



14 



n 



13 



-742950P6218E" 



/" R0 1 GODdhwA^CIAAAP/'//wAMCwAAAAA«AagCMC/4SPqcvtD6 
OctNqLs 968*wK^iW5omm6sq27gvH BkzX9o3n^73/g8 MCofEovG 
rjCqXzKtaCYISAqEZVnrfNarck^ 
|gv3f3fPw90pEXVZ8n8rY^ 
oSOkW 



73 ■< 

9rfttRI*n>Cr^olVGVdem\mv^^ 1dmd5tm<i99 
meBNqRohXZdhZojfZblrtZplXZ^ 
TZrtXZnjbZrvfZrwTZaxX^ 
7^7l^8T2v9XZv+fa2v/fZvAT<hrBX^ 
dxlToYJXdyKbc^ttylOT^^ 
V. 1VXdfg6AAAAA7 

74 ^ 742959F6218E • ■ • • 
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